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Symantec.cloud: Who Are We?

v Symantec.

LS million 32,000 clients 104 Countries
Saas users
A leading provider of A leader in Gartner MQ Worldwide leader in SaaS

SaaS Web Security (IDC) for Secure Email Gateway Messaging Security (IDC)
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Security Challenges in Education

A Educational Institutions have wide and varied IT environment
A Threats are increasingly sophisticated and targeted in nature
A Low User Awareness

A Requirement to remain competitive

Al ncreased pressure to provide ope
users

A Pressure on universities to streamline processes in order to remain
competitive.

A Must do more with less!
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SPAM - Clogging our Email and that’s Just the Start

Global Spam Rate agll Australia Spam Rate

75.9% 73.7%

Last Month: 77.8% Last Month: 75.8%

13.7%

Jan ' Feb' Mar' Apr May Jun ' Jul Aug Sep Oct' Mov Dec Jan' Feb' Mar' Apr ' May Jun ' Jul ' Aug’' Sep’ Oct' Mov' Dec' Jan' Feb' Mar Apr May Jun' Jul Aug /

August 2011
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University Directories provide all of the information

Online directories
v ooy of staff and

Q, Everything » | The University of Adelaide Staff Directory Q PrOfessorm -
winw. adslaide. edu auldirectory - Cached
G Images 5 Apr 2010 — The information in this directory is provided to support the a

. admiritrative and business actiities of the University of Adelaids. ... | 8 Teleslione (08) 8313 dypieh
& Videos You visited this page on 30911 | P

Position Head of School

B News . R
Staff Directory / Staff / The University of Newcastle Australi
@ Shopping www.newcastle. edu.au/staff-directory - Cached Email W rV
" 4 days ago — Searchable and browsable directory of the ‘s staff
ore details. \ e
You wisited this page on 1/09/11 Fax (08) 8313
Sydney NSW Staff directory - Search the hMonash website - Monash Unive Building s Bl
Change location search. monash. edufemail/ - Cached
12 May 2011 — Full telephone directory (Manash only) - my.monash porta Floor/Room 61
The web students only) - Updating staff directory details - Faculty contacts .. Campus Rosaworthy
Pages from Australia . . —
Directories - Staff & careers - The University of Sydne: Org Unit Animal & Veterinary Science, Schoal
sydney.edu au/isfphlookup - Cached
All results 168 Feb 2011 - The University of Sydney - Staff & careers. Future student - -, -
ackground
Related searches students - International students - Find a research supervisor - Why ... . .
i H 7o link to this page, please use the following URL!
isited pages s 3 ; i
Hat yet visited Elinders University. Staff directo hittp: S w director:
. ool s flinders. edu. aw/directorys - Cached
ore search tools 13 Aug 2007 - Flinders University offers and
Australian and international students. |t also is one of Australia's top ... Biography/ Background

You visited this page on 209/11
After graduating from the University of tnllheiwnn in 1070 siellh -nond 1 —
the University of Sydney Faculty of Vete
Londan,

PRODUCT INFORMATION VIDEO DEMONSTRATIONS SERVICES DOWNLOAD BUY RESOURCES SUPPORT CONTACTUS

From 2004-2011 he led the developme
School of Animal and Veterinary Sciency

*® joined the staff at the University o
Weterinary Medicine (DVM).
Qualifications

BYSC (Melb) 1972

MvS (Melb) Master of Veterinary Studie:
Grad Cert Rur Sc (UNE), genetics, 1992

Highlighted features Video demonstrations

» Very user friendly wisual project
visual tool used for automated web designer,

Watch how easy web scraping can be!
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Hostile: Faked Email to Collect Student Fees

Telephone:
Fax:
E-mail:

Finance Directorate

The following information is needed

Please fill in the following information aaccurately

e Username:;

o Password]

e National Insurance Number (N'I)::”

e How will you like to be patd? (Cheque / Direct Credit): »

. [ Click Here To Send Your Information » ]

Online payments

Tou can now pay University invoices and student fees online with your credit card.

Pay student fees

Pay University invoice
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In February we saw phishing sites
spoofing UK and US based universities

In this examplghisherspretended to be
from the finance directorate of the
university

At the top of the phishing site was the
address and contact details of the
university, aimed at convincing users that
the site was the legitimate one (which of
course is not!).

The intent of impersonating the finance
directorate was to instill a sense of
urgency into the users to encourage
them to log into the site

v Symantec n


http://www.symantec.com/connect/blogs/phishers-impersonate-universities-collect-student-fees

Hitting Tech-savvy but not street smart victims

mobileni

Loginto Public Folder

http://****** com/test?authenticate username=******
[Domain name and User name removed]
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Targeted Attacks — Education in the Crosshairs

Worldwide industry sector since 2008

M Public Sector
i Manufacturing
M Finance

M IT Services

M Education

i Other

18172 targetedhttacks during 2010
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Most targeted individuals 2010

Academic Expert, Asian Defense Policy ExecutiveFinancial Regulation
ExecutiveVoluntary Sector Academic Expert, Asian Politics
ExecutiveTrade Delegation Academic Expert, Asian Defense Policy
Academic Expert, Asian Politics Journalist, Pakistan
ExecutiveVoluntary Sector Expert, Asian Politics
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Security as A Service —

| ﬂ Protect

Anti-Virus
Anti-Spam

Anti-Virus
Anti-Spyware

Anti-Virus

Anti-Spam

EndPoint EndPoint Security
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Symantec Provides from the Cloud

N Control

’E,! Secure @ Recover

Boundary

Encryption

Policy Based
Encryption

Content Control Archiving

Image Control Continuity

URL Filtering

Content Control




Key Features

®
®
S

100% protection
against both known &
unknown viruses

99% Spam capture
@ rate with >0.0003%
false positives
O Link-following checks

URLS in email for
malware
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Internet level

filtering helps
preserve Bandwidth

Supported by
shared global

threat intelligen

ce

Backed by an
Industry leading

SLA
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Benefits

Easy to deploy Easy to scale

Part of an integrated
set of cloud-based
solutions

No hardware
or software

OO

S

Automatic updates Pay as you go
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Email AntiVirus .cloud and Email AntiSpam.cloud
How it works

Third Party

~

>

B

J

v Symantec ;‘.

Inbound/Outbound / Inbound/Outbound
»

N
Firewall % g/

AntiVirus AntiSpam

A

>

78
/ A
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Email AntiVirus.cloud and Email AntiSpam.cloud Platform

Multi-layered perimeteidefense

All mail from your organization
is clean, legitimate & relevant

mail sent to your
organization

<

BrightmailE Traffic/

Connection SMTP Heuristics /

Manager
User Validation
AntiSpam Commercial DNS Blocklists
Components BrightmailE
. Symantec AV Engine
AntiVirus
Components Commercial AV Engines

Skepticl

(AS & AV)

The platform:

Traffic management
- (TCP/IP layer)

4

Connection management
- (connection layer)

User management
- (message layer)

Our services:

Known spam, viruses, phishing,
malware stopped

New and unknown threats stopped by
SkepticE

The end result:

Inboxes clear of spam, viruses and

phishing scams

*Figures November 2009 to April 2010
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Happy, productive and safe end users




Utilising Symantec.cloud Web Security

Smart
Connect

Anti URL Anti @
A7

Virus Filtering Spyware
S

‘ . Inbound/Outbound
)

Users v Symantec )

A
H @ /) \ / ‘ Inbound/Outbound :
= - 4 Inbound/Outbound ~ <
)

Web Proxy

Web server

Firewall
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Smart Connect for Web Security.cloud

Web protection and policy management for Mobile Users
Seamlessly connects users

from: N

o4 Data
center

- 5
Home Public Hotspots; Corporate LAN
Offices Wi-Fi Payfor-use & Regional

. )L 1 portals || Offices

ASeamlessly logs in users in a variety of network environments
Adeal fwarrimoddusers and frequent
Aenforces policies and protects users as if they were inside your corporate L.
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Endpoint Protection.cloud — Protecting Mobile Users

] ﬂ/ ~/)
:i‘\./ A
Branch Office #2 Home Office
J VPN
: ] //‘ v //\
& \;‘é 7 7 Firewal %
Branch Office #1
Hotel
Corporate Network \/Symantec ] Public Network
y
A —/-//’w ‘A/
/ 18
< : 1 . / )
S (/ j{}/ L/ ~ | Firewall
” DB~ Anywhere Access Cafe

Main Office

Administrator
Deploy | Manage | Monitor
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Key Features:

A Comprehensive protection
for your systems

A Alwayson protection for
endpoints

A Web-based management
console

A ldentifies unsafe web sites in
search results

A Security audit & customizable
reporting

A Compatible with hosted web
and email security services

v Symantec -



Additional Challenge: Email Management

 Email Volumes are Growing!

I Users are inclined to keep emails rather than delete them

e Discovery Requirements are becoming more complex

I Across a larger data set

* Regulatory Requirements
I State Records Act 1998
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Enterprise Vault.cloud: How it Works

AntiVirus AntiSpam

.\{
Email Server f Symantewuu } Third Party

A ]
-/ ‘ Inbound/Outbound Inbound/Outbound

Email Archiving &

[ . Continuity Data Center '
Archive Mail
— -  —

Firewall
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Enterprise Vault.cloud: What Does the User See?

. = ~ ~ ~ y | | et e

z - -
s 2 A % A Users can qui ckly find
Germany, Chris | | Subject:
.Steffes, D
and restore lost or
Beck, Sally =
Belden, Tim Attachment Type: \:‘ Has Attachments .
Buccola, Steve Sent Date: | [Specify a date range] M
eletead emalis an
Davis, Pete [ @ Fron 3 c Date|| 4 ¥ ?j
Dean, Craig d
deloon marvin D newsletter@rigz...  chris.germany@e... RIGZONE Industry News 6r24n RIGZONE Industry News attac h m e n tS
Fan, HEnry [] mgermany@ch2m.c... chris.germany@e... Redneck 2002 81412( newsletter@rigzone.com
Guzman, Mark g
Hil, Kelly [] chris.germany@e... rita.wynne@enro... RE: Peoples Energy invoice 3/14/] Sent: 6/24/2002 10:33:39 PM
Jones, David = g RE- Peoples B = ana To: chris.germany@enron.com ya
s [] chris.germany@e... rita.wynne@enro... RE: Peoples Energy invoice IM4h | 1 ags: Case £22 239401
Kaminski, Vince D rita.wynne@enro... chris.germany@e... RE: Peoples Energy invoice 314 LI r n OW g e
Kaufman, Paul ‘ E e e
Kean, Steven | | chris.germany@e... kay.mann@enron.... RE: Peoples Energy invoice 3130
E:SE?;'olfjg:: O lynn.pikofsky@e. chris.germany@e... FW: Peoples Energy invoice 3113/ Exploration l I l an ag e I I l e nt
Lenhart, Matthew \:‘ chris.germany@e... rita.wynne@enro... RE: Peoples Energy invoice 311304 Mosaic Discovery in Surat Basin Could Yield 2 Milion Barrels
Mann, Kay chris germany@e. fita.wynne@enro... FW: Peoples Energy invoice 211 Mosaic Oil NL has made a discovery at Downlands No 3 well in the Surat Basin, southern™
Iara, Susan O g ¥ 2 wy XYL eop gy Inv =1<"4 Queensland that cout d contain approximately 2 milion barrels of oil. ’ . .
Nemec, Gerald [] chris.germany@e... richard.tomaski Peoples Energy invoice 312/
Perlingiere, Debra || Sterling Energy Wins Block Offshore Philippines e al n an e aS I
Sager, Elizabeth LI [] chris.germany@e... doug.seweli@enr... Peoples Gas Light & Coke | 32/} sterling Energy has been awarded an exploration license for the Reed Bank area offshc
[] enerfaxenergy@m... chris.germany@e... Tocay 's Storage Report, Price... 6/7/2{ northwes} Daiawan - .
[] enerfaxenergy@m... chris.germany@e... BPA to Outiine Power Situation... 6/6/2{ Syria To Offer 11 Blocks in 2002 Licensing Round re aSS I g n t e arC IVeS O
- = - = There will be 11 blocks on offer in Syria's 2002 licensing round covering 63,000 square
[] enerfaxenergy@m... chris.germany@e... Todays Energy NewsdPrices  8/5/2( yjometers over several different petroleum basins.
O chris.germany@e... jim.homco@enron... FW: Pet Fish SM4r EE p arte e I I I p Oye eS
O chris.germany@e... jim.homco@enron... FW: Pet Fish SM4l

Production
Saved Searches

Magnum Hunter Increases Reserves in Gulf of Mexico

Tags Page of 1 page / (Total 16 ltems) i4 4 b pl M_agnum Hunter has ganicip_a!e_d i_n_tﬁree new discoveries and commenced production frcLI
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In Conclusion:

Security as a Service offers the abillity to:
Atake advantage of the most advanced security platforms

APl ace institutions in the be
tomorrow’s chall enges.
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v Symantec

Thank you!

Adrian Covich
Principal Systems Engineer
adrian_covich@symantec.com
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