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Symantec.cloud: Who Are We? 

10.9 million  
SaaS users 

32,000 clients 104 Countries 

A leader in Gartner MQ 
for Secure Email Gateway 

A leading provider of  
SaaS Web Security (IDC) 

Worldwide leader in SaaS 
Messaging Security (IDC) 
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Protected by Symantec.cloud Today 
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Security Challenges in Education  

 

ÅEducational Institutions have wide and varied IT environment 

 

ÅThreats are increasingly sophisticated and targeted in nature 

 

ÅLow User Awareness 

 

ÅRequirement to remain competitive 

ÅIncreased pressure to provide ‘open’ environment for greater number of 
users 

ÅPressure on universities to streamline processes in order to remain 
competitive.  

 

ÅMust do more with less! 
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SPAM – Clogging our Email and that’s Just the Start 
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University Directories provide all of the information 

7 

Online directories 

of staff and 

students available 

to be harvested 

for future attacks 
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Hostile: Faked Email to Collect Student Fees 

•In February we saw phishing sites  
spoofing UK and US based universities 

•In this example phishers pretended to be 
from the finance directorate of the 
university  

•At the top of the phishing site was the 
address and contact details of the 
university, aimed at convincing users that 
the site was the legitimate one (which of 
course is not!).  

•The intent of impersonating the finance 
directorate was to instill a sense of 
urgency into the users to encourage 
them to log into the site 
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http://www.symantec.com/connect/blogs/phishers-impersonate-universities-collect-student-fees


Hitting Tech-savvy but not street smart victims  
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http://******.com/test?authenticate_username=******  

[Domain name and User name removed] 
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Targeted Attacks – Education in the Crosshairs  

10 

Worldwide industry sector since 2008 

18172 targeted attacks during 2010 
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Most targeted individuals 2010 

Academic Expert, Asian Defense Policy Executive, Financial Regulation 

Executive, Voluntary Sector Academic Expert, Asian Politics 

Executive, Trade Delegation Academic Expert, Asian Defense Policy 

Academic Expert, Asian Politics Journalist, Pakistan 

Executive, Voluntary Sector Expert, Asian Politics 
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Security as A Service – Symantec Provides from the Cloud 
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Boundary 

Encryption 
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Policy Based 

Encryption 
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Key Features  

100% protection 
against both known & 

unknown viruses 

Backed by an 
Industry leading 

SLA 

Internet level 
filtering helps 

preserve Bandwidth 

99% Spam capture 
rate with >0.0003% 

false positives 
 

WWW
… 

Link-following checks 
URLs in email for 

malware 
 

Supported by 
shared global 

threat intelligence 
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Easy to deploy 

No hardware 
or software 

Easy to scale 

Automatic updates Pay as you go $ 
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Benefits  

Part of an integrated 
set of cloud-based 

solutions 
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Email AntiVirus .cloud and Email AntiSpam.cloud 
How it works 
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The platform: 

̋ Traffic management                                    

- (TCP/IP layer) 

̋ Connection management  

- (connection layer) 

̋ User management        

- (message layer) 

Our services: 

̋ Known spam, viruses, phishing, 

malware stopped 

̋ New and unknown threats stopped by 

SkepticÊ 

The end result: 

̋ Inboxes clear of spam, viruses and 

phishing scams 

̋ Happy, productive and safe end users 

All mail  from your organization 

 is clean, legitimate & relevant 

SkepticÊ 
(AS & AV)  

AntiSpam 

Components 

AntiVirus 

Components Commercial AV Engines 

Symantec AV Engine 

BrightmailÊ 

Commercial DNS Blocklists 

User Validation 

SMTP Heuristics 

BrightmailÊ Traffic Shaper 

Connection  

Manager  

mail sent to your  

organization  

>1% 

20% 

2% 

64%* 

4% 

1% 

9% 

* Figures November  2009  to April  2010 

Email AntiVirus.cloud and Email AntiSpam.cloud Platform  
Multi-layered perimeter defense 
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Utilising Symantec.cloud Web Security  
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Smart Connect for Web Security.cloud 
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Web protection and policy management  for Mobile Users 
 Seamlessly connects users  

from:  

ÅSeamlessly logs in users in a variety of network environments 

ÅIdeal for “road-warrior” users and frequent travelers 

ÅEnforces policies and protects users as if they were inside your corporate LAN 

Public  
Wi-Fi 

 

Hotspots; 
Pay-for-use  

portals 

Home 
Offices 

 

Corporate LAN 
& Regional 

Offices 

Data  
center 
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Endpoint Protection.cloud – Protecting Mobile Users 

Key Features: 

ÅComprehensive protection 
for your systems 

ÅAlways-on protection for 
endpoints 

ÅWeb-based management 
console 

ÅIdentifies unsafe web sites in 
search results 

ÅSecurity audit & customizable 
reporting 

ÅCompatible with hosted web 
and email security services 
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Additional Challenge: Email Management 

•Email Volumes are Growing! 

ïUsers are inclined to keep emails rather than delete them  

 

•Discovery Requirements are becoming more complex 

ïAcross a larger data set 

 

•Regulatory Requirements  

ïState Records Act 1998 
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Enterprise Vault.cloud: How it Works 
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Enterprise Vault.cloud: What Does the User See? 

 

ÁUsers can quickly find 
and restore lost or 
deleted emails and 
attachments  

ÁBetter knowledge 
management  

ÁRetain and easily 
reassign the archives of 
departed employees 
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In Conclusion: 

 

   Security as a Service offers the ability to: 

Åtake advantage of the most advanced security platforms 

ÅPlace institutions in the best position to deal with today’s and 
tomorrow’s challenges. 
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Thank you! 

Copyright © 2010 Symantec Corporation. All rights reserved. Symantec and the Symantec Logo are trademarks or registered trademarks of Symantec Corporation or its affiliates in 
the U.S. and other countries.  Other names may be trademarks of their respective owners. 
 
This document is provided for informational purposes only and is not intended as advertising.  All warranties relating to the information in this document, either express or implied, 
are disclaimed to the maximum extent allowed by law.  The information in this document is subject to change without notice. 

Thank you! 

Adrian Covich 
Principal Systems Engineer 
adrian_covich@symantec.com 


